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[bookmark: _Toc193190179][bookmark: _Toc215828273]About this guide
At Healthwatch, we want to hear from people about their lived experiences. Hearing from people with direct experiences of health and care allows us to build a picture of whether the provision of health and care across England works for people, and highlight when it doesn’t. 
Fraudulent research participation is problematic because it can undermine data integrity and distort our findings. It also increases workload by requiring verification of the identity of potential participants and additional checks on the data we collect to ensure its validity.
This guidance outlines strategies for minimising fraudulent research participation and identifying suspicious or fraudulent research data. In addition, if you are conducting or planning research where fraudulent research participation may be an issue, Healthwatch England can help provide advice tailored to your project during a research clinic. You can book a research clinic by following this link.

[bookmark: _Toc193190180][bookmark: _Toc215828274]What is fraudulent research participation?
Fraudulent research participation occurs when individuals without relevant experience or computer processes (i.e., bots or artificial intelligence [AI]) participate in our research. This can include multiple types of fraudulent behaviour that are not mutually exclusive. Previous research into fraudulent participation found four types:[footnoteRef:2]: [2:  Johnson, M.S., Adams, V.M. and Byrne, J., 2024. Addressing fraudulent responses in online surveys: Insights from a web‐based participatory mapping study. People and Nature, 6(1), pp.147-164.
] 

Bots
Automated software designed to participate in research (typically surveys), with the ability to quickly submit multiple responses.
 Duplicate takers
Individuals, groups or bots who complete surveys multiple times to either distort the results or receive multiple incentives.
Alias scammers
Individuals who falsify their identity to participate in research, often to receive incentives (e.g. 'voucher hunters').
Response distorters
Individuals who participate in research intending to manipulate responses and disrupt data validity. While less common in our research, this may be more likely to occur when the research topic focuses on a polarising topic (e.g. transgender and non-binary people, refugees and asylum seekers).
	A real-life example of fraudulent participation by an alias scammer

	A Healthwatch noticed that the same individual responded to recruitment adverts for various health conditions and populations. 
The Healthwatch recognised that the individual was likely attempting to participate in the research solely to receive the incentives on offer. They knew that the information the individual provided was unlikely to be genuine and, therefore, did not invite them to participate in any research.
However, the individual could still access an online focus group. Fortunately, the researchers recognised the individual’s email address and blocked entry into the focus group. However, researchers suspected that the individual had still managed to join the focus group using a different name and email address.



[bookmark: _Toc215828275][bookmark: _Toc193190181]Mitigating fraudulent research participation
It is not possible to completely protect your research from fraudulent participation. However, there are many strategies that you can put in place to minimise the risk. No single approach or set of strategies will work for every piece of research. When most effective, mitigation strategies suit your research methods, project team capacity, and project team capabilities.
Appendix A outlines potential mitigation strategies, organised by research stage and our most common methodologies (i.e. interviews and focus groups; online surveys). These are just some ideas of things you could do. You can also use your own strategies, and you do not have to use any strategy at all if it is not appropriate or feasible to do so. The potential mitigation strategies all require differing levels of time and effort. We have also noted some key considerations to help you determine if each strategy is right for your project.
When we try to minimise fraudulent participation, we want to prevent people without relevant experience from providing data. Therefore, our efforts should focus on the recruitment and data collection stages.
Recruitment stage
Our online surveys generally employ an open recruitment approach, with surveys hosted on websites or posted on social media, and therefore do not typically include a recruitment period. Thus, mitigation strategies at the recruitment stage primarily relate to interviews and focus groups. However, in some circumstances where you specifically recruit people to complete an online survey, you can use mitigation strategies at this stage (e.g. when offering entry into a prize draw for survey completion).
Targeted recruitment, or recruitment from closed groups, can help avoid fraudulent participation because you can be confident that the participants meet the eligibility criteria. If you aren't using targeted recruitment, pre-recruitment verification (see pre-recruitment verification example below) can help exclude fraudulent participants early. 
	[bookmark: PreRecruitmentQs]Example of pre-recruitment verification questions

	Context: You’re conducting interviews with local people who have communication difficulties about their experiences with their GP.

Note: If you use an online version of these questions, you will need to use skip logic to ensure respondents are shown the right questions. Guidance on how to use skip-logic in SmartSurvey can be found here.

	1.
	Have you been diagnosed by a healthcare professional with any of the following?

	
	☐ Hearing loss
☐ Blindness or vision loss
☐ A learning disability that affects your ability to communicate with others
☐ Another condition that affects your ability to communicate with others (please specify__________)
☐ None of the above [End survey]

	2.
	What GP practice are you currently registered with?

	
	____________

	If eligible and selected, we would like to contact you directly to arrange a suitable time for the interview. We will not use your contact details for any purpose other than arranging the interview and will not pass them on to any third party.

	4.
	Would you be happy for us to contact you to arrange an interview?

	
	☐ Yes
☐ No [End survey]

	5.
	Please provide your email address and/or phone number so Healthwatch can contact you to arrange an interview.

	
	Email: ____________
Phone number: ____________






Many people who fraudulently participate in research do so to receive the incentives on offer. Not advertising incentives or including caveats on the receipt of incentives (see participant incentive eligibility example below) can help reduce the chances of bots, alias scammers, or duplicate takers taking part in your research.
	[bookmark: IncentiveCriteria]Example of participant incentive eligibility criteria

	Context: You’re conducting interviews with local people about the quality of care at their GP surgery.

We are offering a £20 gift voucher for participating in the interview. To receive the voucher, we need to check your eligibility to take part. We also expect you to fully engage during the interview (i.e. listen to the interviewer and respond to our questions fully). 
If you have any questions or require any adjustments for your interview, please let the research team know, and we will be happy to arrange them.


Data collection stage
Despite best efforts, fraudulent participants may still pass the recruitment stage, particularly with online surveys. Fortunately, most online survey platforms offer functions that protect surveys from fraudulent activity (e.g. password protection and survey completion restrictions). These are effective and do not require ongoing effort from the research team. Other strategies involve making it more difficult for bots or AI to complete the survey (e.g., hidden questions and limiting survey context).
It can be challenging to mitigate fraudulent participation in interviews and focus groups at the data collection stage. Screening questions provide an opportunity to exclude fraudulent participation before any interview or focus group data are collected. However, some mitigation strategies at this stage, particularly those which require participants to verify themselves or their answers, should be considered carefully. These may be perceived as punitive and confrontational and could lead to lower research participation rates. 
Summary
When mitigating fraudulent research participation, we should try to prevent fraudulent participants from providing invalid data. The method for doing so varies between research methodologies, but primarily focuses on validating the eligibility of potential participants, making it more difficult for fraudulent participants to access and participate in the research. However, we must be fair and reasonable when asking potential participants to verify their eligibility, taking into account individual circumstances.

[bookmark: _Toc215828276]Identifying potential fraudulent research participation
As noted above, it is not possible to eliminate all fraudulent research participation. Even with mitigation strategies in place, we must be able to identify and remove fraudulent participants and data from our analyses to maintain the integrity of our findings.
Identifying fraudulent research participation can be difficult. However, there are several indicators that you can use to identify suspicious activity for further assessment. It is essential to note that these indicators do not necessarily prove fraudulent participation, but can be used to further evaluate the possibility (see the section on fraudulent participation detection processes). 
Appendix B outlines potential indicators to raise suspicion of fraudulent participation. 
Indicators of suspicious activity include aspects of communication (e.g., unusual or overly formal language, patterns in email addresses, and similar content across emails for supposedly different people) and participant behaviour (e.g., refusal to turn cameras on during online interviews or focus groups, and a participant seeming distracted throughout). However, we should be cautious when considering these indicators, as people may have legitimate reasons for imperfect English, such as not wanting to turn their camera on or being distracted during an interview or focus group.
Most online survey platforms allow you to see data that you can use to detect suspicious activity. You can:
Check participant email addresses to detect people taking surveys more than once (i.e. duplicate takers).
See how quickly people completed the survey Instances where surveys are completed more quickly than expected may indicate bot participation.
Look at when surveys were completed. Surveys completed at unusual times (e.g. the middle of the night) may suggest that the participant was in a different time zone.
[bookmark: FraudParticDetect]Fraudulent participation detection processes
For research projects where you think fraudulent participation might be likely or would be especially problematic (e.g. research on a sensitive topic or with substantial incentives), it may be helpful to establish a structured and systematic approach to determine the level of concern required to remove potentially unreliable data. 
You should tailor your approach to each project and consider the context in which the research is undertaken. For example, unusual language when replying to recruitment adverts can indicate fraudulent activity. However, this may not be the case when research is undertaken with people whose first language is not English. Or when interviewing people about experiences with ADHD services, participants may appear to be distracted.
When considering your approach, you will need to consider the following questions:
What indicators are most appropriate to focus on, given the research methodology?
How will you identify possible fraudulent participants?
How will you ensure that your methods for identifying possible fraudulent research participants are as fair as possible?
What capacity do you have to dedicate to identifying indicators?
What is the threshold for determining whether fraudulent participation is suspected?
How are decisions around removing data from fraudulent participants made?
It is important to note that fraudulent participation detection processes should be used to detect instances where fraudulent participation is suspected but not confirmed. You should undertake further review and discussion before deciding whether to include the participants and/or their data. 
Decisions around whether to include or exclude participation should be made with the input of the entire research team, as well as people external to the research team, where appropriate, and thoroughly documented. Documentation does not need to be extensive; a simple Excel log that includes details of the indicators detected, the date and details of any discussions (e.g. who was involved in the discussion, what was discussed, how it was discussed [i.e. meeting, email, Teams]), and the date and details of the final decision.
Examples of how fraudulent participation detection processes may work in practice are outlined below.


	How this may work in practice — example one (focus groups, large research team)

	Context: You’re conducting online focus groups with people from South Asian communities to gather insight into their perceptions and experiences of accessing adult social care. The Healthwatch research team includes a project lead and two project officers.

What indicators are most appropriate to focus on, given the research methodology?
· Given that the data collection method is focus groups, researchers could focus on identifying suspicious activity in the recruitment and data collection stages.
· As the research population includes people whose first language may not be English, you'll need to consider more carefully indicators related to language..
· Cultural practices may also mean that people from the research population do not feel comfortable being on camera. Therefore, not being on camera during the online focus group may not be appropriate to include as an indicator.

How will you identify possible fraudulent participants?
· Researchers can review responses to the recruitment advert and observe the participants' behaviour during data collection.

How will you ensure that your methods for identifying possible fraudulent research participants are as fair as possible?
· Reviewing recruitment responses and participant behaviour can be susceptible to researcher bias. Therefore, decisions around what constitutes suspicious activity should involve at least two project team members.

What capacity do you have to dedicate to identifying indicators?
· There are three members of the research team. Therefore, capacity should be sufficient for reviewing recruitment responses.

What is the threshold for determining whether fraudulent participation is suspected?
· Individuals who exhibit two indicators during the recruitment stage will be subject to further review.
· Individuals who exhibit one indicator during the recruitment stage and one indicator during data collection and/or analysis will be subject to further review.

How will you make decisions about removing data from fraudulent participants?
· Once you’ve flagged an individual further review, the entire project team will meet to review and discuss the person’s data and behaviours to judge whether they will be included in the research or data analysis (dependent on the research stage).
· Where appropriate, the research team will consult with outside organisations to discuss cultural norms and practices that may influence potentially suspicious activity (e.g. reluctance to turn their camera on).
· When you’ve made decided, you should record and retain your decision until the end of the research, alongside any supporting evidence and discussion.



	How this may work in practice — example two (survey, one person responsible for the research)

	Context: You’re conducting a survey to gather insights on people’s experiences accessing dental care locally. Only one project officer is working on this research.

What indicators are most appropriate to focus on, given the research methodology?
· Given that the data collection method is a survey, the research officer could focus on reviewing participant data and survey metadata for suspicious answers and activity.

How will you identify possible fraudulent participants?
· The research officer can examine the survey data collected.

How will you ensure that your methods for identifying possible fraudulent research participants are as fair as possible?
· Survey data are objective and, therefore, not subject to any bias. 

What capacity does the research team have to dedicate to identifying indicators?
·  With only one research officer, capacity is very limited.

What is the threshold for determining whether fraudulent participation is suspected?
· Individuals who exhibit three indicators across all research stages will be subject to further review.

How are decisions around removing data from fraudulent participants made?
· Once an individual has been flagged for further review, the research officer will review and discuss the person’s data and behaviours with the lead research officer. Following this, a judgment will be made on whether they will be included in the research or data analysis (dependent on the research stage).
· Once a decision has been made, it should be recorded and retained until the end of the research, alongside any supporting evidence and discussion.



Summary
There are indicators of potentially fraudulent research participation. However, these are not indicative and should be considered as a team to avoid any bias from being introduced into our research. Data that you deem to be invalid should be removed from your datasets.
For some projects where it is feasible to do so, implementing formal detection processes may be a good way to ensure the integrity of your data and your findings. Formal detection processes should be fair, reasonable, and tailored to the context of your research.

[bookmark: _Toc193190183][bookmark: _Toc215828277]Key things to remember
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[bookmark: _Toc215828278][bookmark: AppxA]Appendix A: Mitigation strategies
Table A-1. Potential mitigation strategies at the project set-up stage
	Mitigation strategy
	Example(s)
	Considerations

	Ensure all project team members are aware of the potential for fraudulent activity and familiar with any guidance around fraudulent activity
	N/A
	Requires additional staff time

	Incorporate formal methods to identify and prevent fraudulent participation
	Designate someone to monitor and review suspicious responses to identify those suspected to be fraudulent
Establish a process to define thresholds for exclusion based on indicators (see the above example)
	Requires additional staff time


Note: This table includes strategies that are appropriate for all research methods


Table A-2. Potential mitigation strategies at the recruitment stage
	Mitigation strategy
	Example(s)
	Considerations

	Targeted recruitment strategies
	Recruit participants either in person (e.g., at engagement events) or through closed groups (e.g., healthcare centres, charities, and support groups)
	This may limit your participant pool and could lead to a smaller sample size

	Avoid including details of incentives in the recruitment advertisement
	Only include information about incentives after a potential participant has sent an EOI or in a participant information sheet
	This may discourage legitimate respondents if incentives are expected

	Post physical vouchers to participants post data collection
	N/A
	This would incur a cost for posting vouchers 
This would require staff time to organise and implement
People may be uncomfortable  providing their address
The vouchers may get lost in the post

	Use digital vouchers that can only be used in the UK
	Love2Shop; Amazon UK; One4all
	None

	Include caveats regarding incentives in participant information sheets 
	Specify required conditions for incentive eligibility – e.g. identity verification, full engagement throughout data collection (see example above) 
	This may be seen as punitive and put people off participating

	Pre-recruitment verification questions
	Ask potential participants to complete a brief questionnaire that includes project-specific questions (e.g. disease/condition, service, location) (see example above)
	This could require additional time for staff to review responses, depending on operationalisation
This places an additional burden on the participant
You will need to be careful not to ask about personal or sensitive information


Note: This table includes strategies that are appropriate for all research methods


Table A-3. Potential mitigation strategies at the data collection stage
	Mitigation strategy
	Example(s)
	Considerations

	Interview and focus groups

	Screening questions
	Include screening questions to verify participant eligibility
Include free text response options in your screening questions
	This places an additional burden on the participant
You will need to be careful not to ask about personal or sensitive information beyond what is necessary for the research

	Continually monitor and review the data being received for suspicious responses
	Post-interview debriefs to discuss potential indicators for escalation
	This requires additional project team member time and effort

	Require online interview or focus group participants to turn on their camera, even just for the introductions
	N/A
	Some people may be reluctant to turn their camera on, even briefly

	Follow-up on unexpected or nonconforming responses
	Ask participants to clarify answers to questions that seem contradictory or suspicious 
	Inexperienced interviewers may not be comfortable challenging  participants

	Online surveys

	Limit survey context within the survey itself
	Include the background context to the survey in the advertisement instead of in the survey
	

	Screening questions and use of skip logic
	Include screening questions to verify participant eligibility
Include free text response options in your screening questions
	This places an additional burden on the participant
You will need to be careful not to ask about personal or sensitive information beyond what is necessary for the research
You will need to make sure that appropriate skip logic is in place to disqualify ineligible participants (for further help with skip logic, please book a research clinic with Healthwatch England)

	Send emails containing individualised survey links to pre-defined sample
	If you have a list of people to whom you will be sending the survey (e.g., recruitment via healthcare centres, charities, or support groups), SmartSurvey can generate and send unique survey links to email addresses
	This requires you to have a list of pre-determined participants
This approach may limit the sample size

	Password-protect survey links
	SmartSurvey can password-protect survey links so that only authorised participants can complete the survey
	This requires you to verify potential participants before survey completion
This approach may limit the sample size

	Hidden questions
	In SmartSurvey, hidden questions can be included in a survey. These hidden questions will not be visible to respondents but will be detected and answered by bots. You can see how to hide a question in SmartSurvey here.
	This may not be feasible on some survey platforms

	Continually monitor and review the data being received for suspicious responses
	Review survey data (e.g., multiple responses from the same IP address, date and time stamp, etc.) for any indicators for escalation
	This requires additional project team member time and effort

	Restricting survey completion to one response per device
	SmartSurvey and other online survey platforms have functionality to restrict survey completion to one response per device
	This may impact multiple people who want to complete the survey who share a device

	Use in-built survey platform functions
	Customising SmartSurvey links to include “x” (e.g. https://www.smartsurvey.co.uk/s/x-ABC.) at the start of the survey ID section will add an additional security screening process to check for bot responses
	Require knowledge of the available in-built security functions





[bookmark: _Toc215828279][bookmark: AppxB]Appendix B:  Indicators
Table B-1. Potential fraudulent research participation indicators
	Aspect
	Indicator
	Applicable research stage(s)

	Email address
	Common names followed by a string of numbers
	Recruitment
Data collection

	Email address
	A large number of responses from similarly formatted email addresses
	Recruitment
Data collection

	Email content
	Blank subject line
	Recruitment

	Email content
	Short, generic email that includes little or no detail about the study or the potential participant
	Recruitment

	Email content
	Unusual or overly formal language
	Recruitment

	Email content
	Mentions of desirable characteristics without context or further detail
	Recruitment

	Email timings
	An influx of EOI emails with similar content sent within a short space of time
	Recruitment

	Email timings
	EOI emails sent at an unusual time, which may suggest that the potential participant is in a different time zone
	Recruitment

	Participant data
	Unexpected or contradictory data (e.g. participant answers that they can contact their GP any time of day [as is possible in the US]; participant answers that they are a 24-hour carer but later talks about living alone; participant reports that they are on the NHS low income scheme but later suggests they have lots of disposable income)
	Recruitment
Data collection
Data analysis

	Participant data
	Inability or refusal to answer project/location-specific questions (e.g. what is your registered GP practice?)
	Recruitment
Data collection

	Participant data
	Reluctance, inability, or refusal to provide contact details (e.g. address, phone number)
	Recruitment
Post data collection

	Participant behaviour
	For online interviews or focus groups, the participant keeps their camera turned off for the entire time
	Data collection

	Participant behaviour
	Participant seems distracted throughout the interview or focus group
	Data collection

	Participant data
	Vague or very brief answers to questions that contain little or no detail of the subject area
	Data collection
Data analysis

	Email address
	Multiple survey completions from the same email address
	Data collection

	Survey completion
	Clusters of speedy survey completions
	Data collection

	Survey completion
	Survey completions at unusual times, which may suggest that the participant is in a different time zone
	Data collection

	Participant data
	Noticeable patterns in responses to questions (e.g. choosing the same level of response throughout; choosing the first option, then the second option, then the third option, etc.)
	Data analysis

	Participant data
	The presence of symbols when the data is downloaded into Excel could suggest a non-English browser language
	Data analysis

	Participant behaviour
	Participant quickly and/or repeatedly follows up to ask about incentives soon after data collection
	Post data collection


EOI = expression of interest; US = United States
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Completely eliminating fraudulent research participation is often not feasible, however it can always be mitigated


Fraudulent participation mitigation stratgies and detection processes should be tailored to the context of the research 


Decisions to remove participants or their data from research should be fully discussed, evidenced, and recorded


No one strategy, or set of strategies, will work for every piece of research
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